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SAE J3061 Cybersecurity Guidebook for Cyber-Physical Automotive Systems

‒ Published January 2016; drive to a risk-based,  process-driven approach to address the 

Cybersecurity threats the automotive environment is experiencing. 

‒ Provides guidance on how to integrate 

cybersecurity into their product development life-

cycle

‒ Establishes the desired relationships between 

cybersecurity and safety

− J3061 provides a foundation for further security 

standards development and is the “go-to” 

resource throughout industry
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Enhancement of SAE J3061
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SAE and ISO Collaboration
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Draft document being developed for submission as a NWIP

ISO TC22/SC31/WG2/PT2
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Permanently or Semi-Permanently Installed Diagnostic 

Communication Devices- Security Guidelines

• Best practices for OBD-II interface and telematic 

devices for handling cyber security issues.
• Design and implement a secure firmware/software update 

process 

• Secure product interfaces with authentication, integrity  

protection and encryption 

• Obtain an independent security assessment of your product

• Secure the companion mobile applications and/or gateways 

that connect with your products (e.g., encryption/ 

privileges/authentication) 

• Implement a secure root of trust for root chains and private 

keys on the device

New SAE J3005-2 draft
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SAE J3146 – draft

Industry practices related to securing the diagnostics interface to a 

vehicle (e.g. EU SERMI)
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Secure Over The Air (SOTA) ECU software updates
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US-NHTSA focus on OBD-II Security

• September 12: Letter from House Committee on Energy and 

Commerce to NHTSA RE: OBD-II Security

“…request that NHTSA convene an industry-wide effort to 

develop a plan of action for addressing the risk posed by 

the existence of the OBD-II port in the modern vehicle 

ecosystem.”
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•September 28: NHTSA requests SAE to take the 

lead and convene industry group to examine issue

•October 14: NHTSA response to House Committee 

highlights SAE role:

“At NHTSA’s urging, SAE International has started a working 

group that is looking to explore ways to harden the OBD-II 

port.  This group is making good progress and the Agency 

remains hopeful that the group will move expeditiously to 

develop a set of recommendations.”
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Recommend Practice SAE J3138 draft

•Definition of “Hardened OBD-II Port”

•Firewall function recommendations for the DLC

•ECU security recommendations for data link connections

•Still allow required communications per vehicle emissions 

regulations

SAE Data Link Connector (DLC) Vehicle Security 
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The vehicle should be in a 

“safe state” prior to an intrusive

OBD Service Request operation

12

SAE J3138
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• SAE J3138 specifies that the vehicle to be in a “Safe State” (e.g. 

stopped) for OBD-II communications.

• Validation Test

• Before starting OBD-II test the tools checks that vehicle speed is zero

• If not zero, the test aborts the test sequence

• However, a defect/malicious actor could try to trick the test

– By injecting a false vehicle speed of zero before the actual vehicle 

speed message

– Thereby tricking (spoofing) the test to continue
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SAE J3138 Validation Testing
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• The DG BEACON J3138 test utility allows the user to easily build 

and execute test sessions through a web page interface

• The user can easily construct OBD-II request and response 

messages

• The user can add padding and extra data bytes to the message 

definition
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BEACON J3138 Test Utility
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Utilities Web Page



J3138 Web Interface

Define

Trigger

Define

Response

• In this example, the trigger is SID 1 PID 0D, which is vehicle speed

• The false response is speed data is 0

Create

Test



Test Created

• Request header is 07DF, data is 02 01 0D

• Response header 07E9, data is 03 41 0D 00

Start

Test



Received Trigger

Test

Complete

The log below shows 

that CAN channel 1 

received the trigger 

message, and the test 

transmitted the false 

response within 3.5 

milliseconds, would 

come before a real 

response
False

response

Possible real

response



Other Features – PCI Byte• Click start again to start the test again

• Click J3138 button to start over and define a new test

• User can show and change PCI byte

Show

PCI

PCI BytePCI Byte



Other Features - Padding
User can 

show and 

change pad

Include &

Show

padding

Message

padding

Message

padding

Change

padding

Padding

example
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Central Test Management

• Remote operation

• Multiple test bed control

• Test set up, configuration

• Data management

• Data Visualization

• Real-time dashboards

• Analytics

• Test parameter 

optimization

Adapter

• Rugged construction

• Proven technology

• Advanced test 

management 

Data Monitoring

• OBD Diagnostic

• ECU Control 

Variables

• Emission Sensor 

signals

Data Logging

Vehicle / Test Bench 

1

Display/Keypad

• Real-time Display of 

key parameters

• Field Operation 

control

Vehicle / Test Bench 

2
Vehicle / Test Bench 
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Autonomous J3138 Testing with Datalogging
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J3138 Autonomous Datalogger Cloud Data Example
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• Denial of Service (DOS)

• Overloading CANbus(s) with message traffic 

• Fuzzing

• Allows the user to check the performance of an ECU or network in the 

presence of repeated and varied malformed CAN Bus messages

– Data value fuzzing (e.g. Boofuzz)

– Hardware fuzzing: Creation of malformed CAN Bus messages 

(incorrect data bits, incorrect stuff bits, incorrect CRC)
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Additional Cyber Test Utilities



SAE INTERNATIONAL

• Polling ECUs with UDS SID requests and recording responses
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Detection of unspecified Diagnostics Services (“open port scan”)
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• Professional Cyber Security Test Tools

• Or, roll your own with opensource, SocketCAN interface
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Additional integrated test system support
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J3138 vehicle speed “spoof” test

../../Videos/20180330_beacon_j3138.mp4


Thank you! 

Mark Zachos

mzachos@dgtech.com


