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SAE J3061 Cybersecurity Guidebook for Cyber-Physical Automotive Systems

— Published January 2016; drive to a risk-based, process-driven approach to address the
Cybersecurity threats the automotive environment is experiencing.

— Provides guidance on how to integrate

Product Development:

System Level gio CyC | e

— Establishes the desired relationships between
cybersecurity and safety

— J3061 provides a foundation for further securit)
standards development and is the “go-to”
resource throughout industry

7 A Product Development:
\_/ SW Level

cybersecurity into their product development life

14
1

<

U Product Development:
HW Level /

Figure 5 - Relationships between product development at the system, hardware, and software levels
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SAE and ISO Collaboration

Enhancement of SAE J3061

Mail &
ey
ISO
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Standards catalogue

12:49 PM
& iso.org

International Organization for Standardization
When the world agrees

A O/SAE AWI 21434

1434

ISO/SAE AWI 2

Current status : Under
development

Edition: 1

Technical Committee : ISO/TC 22/SC 32 Electrical and electronic

components and general system aspects
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Standards Overview

INTERNATIONAL

SAE INTERNATIONAL Paper # (if applicable)
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Draft document being developed for submission as a NWIP

AETTR International
I Crrganization for
h-svre Standardization

Tester Authentication & Rights Management
Obtaining certificates from a backend
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Backend " Teast tool Vehicle

. Optional (se2 notes): test tool needs to provide data from the vehicle (e.g. challengs for current diagnostic session)
. Test tool authenticates itself against the backend using a secure channel

. Backend provides certificate
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New SAE J3005-2 draft
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Permanently or Semi-Permanently Installed Diagnostic
Communication Devices- Security Guidelines

« Best practices for OBD-Il interface and telematic

devices for handling cyber security issues.

« Design and implement a secure firmware/software update
process

«  Secure product interfaces with authentication, integrity
protection and encryption

«  Obtain an independent security assessment of your product

. Secure the companion mobile applications and/or gateways
that connect with your products (e.g., encryption/
privileges/authentication)

* Implement a secure root of trust for root chains and private
keys on the device /

SAE INTERNATIONAL
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SAE J3146 — draft
Industry practices related to securing the diagnostics interface to a
vehicle (e.g. EU SERMI)

Security access: Electronic Certificate

Conformity
Assessment
Body
Certificate OEM
- 1| -

OEM RMI System

~—=| employee

All vehicle
manufacturers
(OEMs) access

employer

1

SAE INTERNATIONAL



WORLD
CONGRESS
EXPERIENCE

Secure Over The Air (SOTA) ECU software updates
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worts US-NHTSA focus on OBD-Il Security
wcX

Commerce to NHTSA RE: OBD-IlI Security

Aergy and
ONE HUNDRED FOURTEENTH CONGRESS
Congress of the United States
House of Representatives

COMMITTEE ON EN ) COMMERCE
2125 Ravaurn | -
WASHINGTON

*September 28: NHTSA requests SAE to take the
lead and convene industry group to examine issue

September 12, 2016

*October 14: NHTSA response to House Committee
highlights SAE role:

SAE INTERNATIONAL
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chWORLD SAE Data Link Connector (DLC) Vehicle Security

Recommend Practice SAE J3138 draft

*Definition of “Hardened OBD-II Port”
Firewall function recommendations for the DLC
*ECU security recommendations for data link connections

+Still allow required communications per vehicle emissions
regulations

SAE INTERNATIONAL
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SAE J3138

The vehicle should be in a
“safe state” prior to an intrusive

OBD Service Request operation

SAE INTERNATIONAL

Service Description Non-intrusive Intrusive

0x01  Request current powertrain diagnostic data

0x02 Request powertrain freeze frame data

0x03  Request emission-related diagnostic trouble codes

0x04 Clear/Reset emission-related diagnostic information

0x06 Request On-board monitoring test results for specific monitored
systems

0x07  Request emission-related diagnostic trouble codes detected
during current or | completed driving cycle

0x08 Request control of on-board system, test or component

0x09 Request veh information
Request emission-related diagnostic trouble codes with
permanent status

1422

Service Description Non-intrusive Intrusive

0x10  DiagnosticSe: nControl X*
Subservice - ECUProgrammingSession X

0x11  ECUReset X

0x14  ClearDiagnosticlnformation

0x19  ReadDTClInformation

0x22  ReadDataByldentifier

0x23  ReadMemoryByAddress

0x24  ReadScalingDataByldentifier

0x27  SecurityAcce:!

0x28  CommunicationControl

0x2A  ReadDataByPeriodicldentifier

0x2C  DynamicallyDefineDataldentifier

0x2E  WriteDataByl

0x2F  InputOutputControlByldentifier

0x31  RoutineControl

0x34  RequestDownload

0x35 RequestUpload

0x36  TransferData

0x37  RequestTransferExit
RequestFileTransfer
WriteMemoryByAddress
TesterPresent
AccessTimingParamete
SecuredDataTransmission
ControlDTCSetting
ResponseOnEvent
LinkControl

*Note — Service 0x04, \ 84 may have some intrusive fun
required of t

4.2 LEGISLATED SERVICES

> x

H XXX X XX

ionality and it is
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SAE J3138 Validation Testing

« SAE J3138 specifies that the vehicle to be in a “Safe State” (e.g.
stopped) for OBD-Il communications.

« Validation Test
« Before starting OBD-II test the tools checks that vehicle speed is zero
« If not zero, the test aborts the test sequence

« However, a defect/malicious actor could try to trick the test

— By injecting a false vehicle speed of zero before the actual vehicle
speed message

— Thereby tricking (spoofing) the test to continue

SAE INTERNATIONAL
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BEACON J3138 Test Utility
« The DG BEACON J3138 test utility allows the user to easily build
and execute test sessions through a web page interface

« The user can easily construct OBD-Il request and response
messages

« The user can add padding and extra data bytes to the message
definition PO

SAE INTERNATIONAL
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DG TECHN IE:

beacon -y

Bus Engine Analyz imunication Networ
an
® @
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X DG Technologies: Beac: %

@} - G 6 | @ 10.94.44.185/sysadmin/utilities.php 8l -9 ﬁ| |Q search

i w @

“& DG TECHNOLOGIES

»_ ¥ Vehicle Network Solutions

Manage Manage
Files Config Files
Manage
Data Files

Display Logger
Information

Manage
DBC
Files

Pregramming
Multiplexor

J3138
Tests




Messa(::je Data
. In this example, the [i [

* The false respons

" DG Beacon Utilities (J3° X Qs

c @

@ 10.94.44.185/sysadmin/utilities.php

[ show message PCI byte
nclude message padding

Show message padding | 0x00 ~

—Trigger Request Message

~_Header  SID PID Data
[o7DF |01 1[op i
—Spoofed Response Message
| Header SID PID Data
[o7E9 |[a1 ) 100
I~ | Create

e is speed data is O




DG Beacon Utilities (J3138 Tests) - Mozilla Firefox

5 DG Beacon Utilities (J31 X

@ - ¢ ® |® 10.94.44.185/sysadmin/u B  140% | e T.‘I| |Q Search | N W 6@

07DF 02 01 eD
O07E9 03 41 @D 00

Start

 Request
 Response




The log below shows
that CAN channel 1
received the trigger
message, and the test
transmitted the false
response within 3.5
milliseconds, would
come before a real
response

10.94.44.185 - PuTTY

000033 RX

Ch 01:

DG Beacon Utilities (J3138 Tests) - Mozilla Firefox

™ DG Beacon Utilities (J31 x [EJ

&«

T: 23509496980 H: 07 DF D: 02
000034 TX Ch 01: T: 23509500640 H: 07 E9 D: 03 41 0D 00
000035 RX Ch 01: T: 23509904120 H: 07 E9 D: 03 41 0D 10

c @ () 10.94.44.185/sysadmin B 160% | - @ 1%

Search

Create

Message Data

07DF 02 01 6D
O7E9 03 41 €D 00

Start
----- got data

01 0D




« Click start again to start the test again
« Click J3138 button to start over and define a new test
« User can show and change PCI byte

DG Beacon Utilities (J3138 Tests) - Mozilla Firefox

"% DG Beacon Utilities (J3© X g

c ® 10.94.44.185/sysadmin/utilities.php al-o9% Search 1Y (&N

—— & show message PCI byte
] Include message padding Show message padding | ox00 ~
— Trigger Request Message

Header PCI SID PID Data
[07DF (o2 1l01 [op \f

fed Response Message
Header PCI SID PID Data
[o7E9 103 [ 1[oD 100
Create

~ Meocecaoge NDaty




User can
show and
change pad

% DG Beacon Utilities (J3

¢ @

Pl +

(@ 10.94.44.185/sysadmin/utilities.php B

DG Beacon Utilities (J3138 Tests) - Mozilla Firefox

@

I\

Search

10.94.44.185 - PUTTY

s

27167388470 H:
27167392290 H:
27167795880 H:

000037 RX Ch 01: T:
000038 TX Ch 01: T:
000039 RX Ch 01: T:

s

(") Show message PCI byte

= k4 Include message padding Show message padding | 0xAA v |

N\

Trigger Request Message

Header SID PID

Data

Padding

[o7DF 101 |[op

|| AAAA AA AAAA

Spoofed Response Message

1[4 |lop

" 07E9

07 DF D: 02 01 0D AA
07 E9 D: 03 41 0D 00
07 E9 D: 03 41 0D 10

100

AA AR AA
AA AA AR
AR AR AA

EEB
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Autonomous J3138 Testing with Datalogging

amazon
webservices™

K.

Vehicle / Test Bench
2

Vehicle / Test Bench
1

ey a , ﬂ
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beacon

Bus Engine Analyzer for Communicotion Networks

-es)



J3138 Autonomous Datalogger Cloud Data Example

) ‘ [ H3K | File Manager x ‘ Sl - b
O @ datadgtech.com/index.php?p=NGK-Beacan-0000010BE06D bl 2 L & oo
x 4 \GKcBezcon-D000010BE0GD Qaoe
O Name Size Modified Perms Owner Actions
Q.
O tmp Folder 05.02.18 10:46 0775 datasync:datasync <]
O [202022018_1216_NGK.csv 98 02.02.18 17:16 0774 )
Spoesd Charge a0

O [202022018_1216_OBDILcsv 1B 02.02.18 17:16 0774 Wrident Bngina Howrw: SOTE D soury  iwident Tame Miodrendey 20 Mer 2917 of 0047 22 100 Tewed T Sy

mokden: Engive Mowrs Mo £0 57 Ou i Inodent Time Mec ol 08 41
O [E102022018_1249_NGK.csv 498 02.02.18 17:49 0774 ot banidond Tangie Thnaskomg Vonh midsy 30 Wi 2017 o 08 57 71 ICM Torws Soow any  nabieny Cotmmter: S.L700 4 Wies,

Ordent Incisew Sanpie Timestamg Mee 57 00 11 ¢ Incident Ofmmeter e % of €0 00
O [202022018_1249_OBDILcsv 1B 02.02.18 17:49 0774
O [208022018_0631_NGK.csv 52.02 KiB 08.02.18 11:31 0774 Road 1000d -
O  [308022018_0631_OBDILcsv 58.63 KiB 08.02.18 11:31 0774 Sogme oot

Vo ek
O [208022018_0652_NGK.csv 26.80 KiB 08.02.18 11:52 0774 s Aoy
ke S -
. O o * tuad ek 0 W
O [Fo08022018_0652_OBDILcsv 35.59 KiB 08.02.18 11:52 0774 - Coe Y =
]

O [208022018_0701_NGK.csv 41.81 KiB 08.02.18 12:01 0774 . o ngow Lowd 155

s
O  [F08022018_0701_OBDILcsv 115.81 KiB 08.02.18 12:01 0774 3

b

»
O [#08022018_0703_NGK.csv 18.06 Kig 08.02.18 12:03 0774 - g
O [08022018_0703_OBDILcsv 26.89 KiB 08.02.18 12:03 0774

Full size: 375.8 KiB, files: 12, folders: 1

Select all | [ Unselect al| [ % Invert selection | [ @ Delete &) Copy |
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Additional Cyber Test Utilities
* Denial of Service (DOS)

 Overloading CANbus(s) with message traffic s BB ®m B

il ' .

* Fuzzing

» Allows the user to check the performance of an ECU or network in the
presence of repeated and varied malformed CAN Bus messages

— Data value fuzzing (e.g. Boofuzz)

— Hardware fuzzing: Creation of malformed CAN Bus messages
(incorrect data bits, incorrect stuff bits, incorrect CRC)

Dastye0
i nnn
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Detection of unspecified Diagnostics Services (“open port scan”)

« Polling ECUs with UDS SID requests and recording responses

EN
00.0o 0 LISTEM

SAE INTERNATIONAL
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Additional integrated test system support

« Professional Cyber Security Test Tools

.——'F-—.
SPIRENT.

* Or, roll your own with opensource, SocketCAN interface

@metasploit”

SAE INTERNATIONAL
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J3138 vehicle speed

12:19 PM 79% .
@ sae.org
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CYBERAUTO
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JULY 22-27,2018 'ﬁg*
DETROIT, MICHIGAN, USA *‘ “
R "\

SAE.ORG/EVENTS/! CYBERAUTO

What is the CyberAuto Challenge?

The Challenge is a week-long (5 day) practicum based /

SAE INTERNATIONAL
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Thank you!

Mark Zachos NG TECHNOLOGIES
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